Distributed Software EngineeringInvited State-of-the-Art ReportJeff KramerDepartment of Computing, Imperial College, London SW7 2BZ.(jk@doc.ic.ac.uk)AbstractThe term �Distributed Software Engineering� isambiguous1. It includes both the engineering ofdistributed software and the process of distributeddevelopment of software, such as cooperative work. Thispaper concentrates on the former, giving an indication ofthe special needs and rewards in distributed computing.In essence, we argue that the structure of these systems asinteracting components is a blessing which forcessoftware engineers towards compositional techniqueswhich offer the best hope for constructing scalable andevolvable systems in an incremental manner. We offersome guidance and recommendations as to the approacheswhich seem most appropriate, particularly in languagesfor distributed programming, specification and analysistechniques for modelling and distributed paradigms forguiding design.1. IntroductionDistributed processing provides the most general,flexible and promising approach for the provision ofcomputer processing. Interconnected workstations arewidely used for local processing, to support usercommunication for interaction and cooperation, and toprovide access to shared facilities and information.Conventional and special purpose processors areinterconnected to support a wide range of applicationsfrom chemical plants to cars, from stock market tradingto campus meal reservations. Why are distributed systems so attractive? The answersare as multifarious as the applications. The users ofcomputers, the information they require and provide andthe applications themselves are often physicallydistributed. To match these needs, both the hardware andsoftware can be designed and constructed in a flexiblemodular fashion - as interconnected and interactingcomponents. Particular resources, services andinformation can be accessed across the network and sharedamong the system users. Some seek to exploit thepotential for improved availability by the use ofreplication and the removal of single failure points.Others seek performance gains by improving the responsetime through local processing or the throughput by theuse of parallel processing. Thus distributed computingoffers advantages in its potential for improvingavailability and reliability through replication;performancethroughparallelism;sharingandinteroperability through interconnection, and flexibility,incremental expansion and scalability through modularity. However, to gain these benefits, we must cope withthe issues that distributed computing raises. Theinteractions between the concurrent components give riseto issues of non-determinism, contention andsynchronisation. Component separation and autonomygives rise to issues of partial information and partialfailure. These issues demand that we adopt effectiveengineering methods and tools. Our techniques mustavoid constraining the resultant software unnecessarily bythe use of conventional sequential or centralised designsbut take cognizance of and exploit the component-basednature of these systems. Software engineering itself mustbe extended and adapted to address these distributionissues: hence Distributed Software Engineering (DSE)[Shatz 89]. It is not possible or sensible to cover the whole area ofDSE. What is presented is the author�s unashamedlybiased view of the field, hopefully conveying someinsight into what is so special and exciting aboutdistributed systems. The paper provides a brief overviewof some of concepts in distributed systems as backgroundmaterial for later discussions. We then examine theparticular need for appropriate concurrency anddistribution models and the associated specification andanalysis techniques. Software development methods are1This ambiguity is exploited by covering both aspectsin the DSE Research Section at Imperial College.

briefly discussed together with the need to consider andutilise distributed algorithms. Finally we briefly discussthe construction of a successful, very large, internationalinformation distribution system.2. Distributed Systems OverviewOne of the major advances towards distributedcomputing was the provision of standard and reliableserial communication networks. This lead to theprovision of Networked Systems: autonomous computerswith independent operating systems connected to thenetwork for information transfer. These systems exhibitno single system master, and interaction between theindividual systems is essentially for file transfer ratherthan close cooperation. Distributed Systemsare essentially an extension ofthese networked systems except that the interaction isexpected to include closer cooperation [Sloman 87]. Thisimplies some form of system-wide management andcontrol. Such control is complicated by the fact that thereis no global coherent view; the overall system �state� ispartitioned and distributed across its constituentcomputers. It must therefore be capable of makingdecisions based on partial information. Terms such as�open� and �loose-coupling� are used to denote the easewith which distributed systems support interaction andyet ensure autonomy and independence of their constituentcomponents.ADistributed EnvironmentThe most common use of distributed systems is theprovision of shared services which are providedtransparently by the cooperative effort of local and remoteprocessors. The provision of services by server processorsis illustrated by a simple example from officeautomation. Figure 1 gives an outline of such a systemin which users access the system services from terminalsand workstations. Different services are offered by servers,which provide access to a variety of facilities such as filestores, printer services, mainframe processing anddatabase services. Some services are provided locally atthe site and accessed via a LAN, others at remote sitesaccessible via a gateway to the Internet.User and application programs act as the clients toservers in a client-server relationship. Client processesmake requests for service and are allocated a server processwhich is relinquished after use. Aserver may well use theservices of other servers in the performance of itsfunction. Aname server (or trader) provides a directoryservice to the system to enable services to be registeredand subsequently found by users and applicationprograms. Clients may thus dynamically join systems,locate and use required services and then depart. Distributed System InfrastructureADistributed Operating System(DOS) provides thesystem-wide management of distributed services. Itutilises local management for local services andcooperates with the DOS component of remote nodes toprovide access to remote and distributed services, such asfile transfer, remote execution, security services(authentication and encryption), synchronisation servicesfor atomic transactions and global scheduling of resourceaccess. One of its primary responsibilities is to coordinateresource usage, providing resource sharing, protection,and recovery. It aims to provide the �open� access requiredfor distributed use. Transparency requires coherent anduniform naming and access conventions to permit localand remote resources to be accessed without knowledge oftheir physical distribution. Hence, users generally specifytheir required service rather than the particular server. DOS

File serverNameserverWorkstationsPrinter serversGateway

Mainframes

INTERNET

RemoteDatabaseService¥˚¥

VideoGatewayLocal AreaNetwork

DatabaseServiceRemote sitesFigure 1 - Distributed Office Automation

components are usually organised as cooperative butautonomous in that they can refuse requests and remainmutually suspicious in order to protect their domain. The advantages of the client-server approach and theuse of shared services in a distributed system (cost,extensibility, performance, availability) are such thatmany general computing systems are now provided inthis way. They are generally partitioned functionally intoa number of services, each of which may be provided by anumber of servers. It is usually easier to providecentralised services, with replication for fault tolerance,than to try and provide the more general and robustdecentralised solutions. For instance, the Athena distributed computer systemimplemented at MIT [Chanpine 90] provides computingservices to around 10,000 users. In 1990 it reportedly hadabout 1000 workstations in 40 clusters. It is based on theclient-server model, providing file servers, postscriptprinters, name servers (Hesiod), post office servers forelectronic mail, notification servers (Zephyr) andauthentication servers (Kerberos). Moira provides acentralised management service, keeping track of thehardware and software configuration, allocation, andaccess control lists. These services are replicated for faulttolerance. The services are built on and compatible withthe Berkley UNIX programming and user interface. Theworkstations act as dataless nodes. The software is loadedand cleared at the start and end of each user session, andthe application processing is generally performed on theworkstation itself. Hence, although services are generallyremote and distributed (eg. the mail service), theprocessing is generally local. At a different level, the Mach kernel (Carnegie Mellon)[Rashid 86, Accetta 86] is designed as a specialised kernelof a DOS to support both tightly-coupled and loosely-coupled multiprocessors. It provides multiple threads(tasks) in clusters (large virtual address space) withsynchronous message-based communication via ports.The kernel is designed to support a variety ofprogramming interfaces, including Berkley UNIX. TheAndrew File System [Morris 86], also used in Athena,was developed for use with Mach. Other examples ofresearch work on kernels and DOS facilities are the Vkernel (tested for lightweight processes and interprocesscommunication experiments) [Cheriton 88], Amoeba(threads and objects with capabilities for protection)[Mullender 90], Chorus (threads, clusters and ports toprovide UNIX-like distributed processing) [Rozier 87] ,and the ANSA(Advanced Networked SystemsArchitecture) platform (an object-oriented platform foropen distributed processing) [Oskiewicz 88, ANSA91]. The research is mature and much of the work ondistributed systems infrastructure has been adopted instandards. OSF (Open Software Foundation), aconsortium of more than 300 companies, have producedand made available an implementation of UNIX based onthe Mach kernel. OSF/DCE, their distributed computingenvironment, provides facilities for threads, remoteprocedure calls (rpc), a distributed directory service, a timeservice, distributed file system and a security service[OSF 92]. Other standards organisations are also active.OMG (Object Management Group) promote CORBA(Common Object Request Broker Architecture)supporting distributed objects and object interaction[OMG 91]. ISO/ODP (Open distributed Processing) offersupport for rpc communication and trading [ISO 93].CCITT provide the X.400 [ISO 88] and X.500 [ISO 89]standards for communication and directory services. Inaddition, the computer vendors, such as SUN, HP, andDEC, offer products with features similar to DCE andCORBA.How should one use these facilities to constructdistributed services and programs? What languages,methods and tools are available? Unfortunately, there isless consensus as to the answers to these questions.Nevertheless, we can examine some of the requirementsand assess the current state-of-the-art.3. Distributed Programming: the needfor languagesAlthough distributed systems can be constructed usingthe infrastructure facilities described above, this isreminiscent of the use of assembly languages. High-levellanguages with access to distributed programming featuresare needed to provide a safer programming environment.In this section we briefly overview some of the basiclanguage requirements.Distributable ComponentsIn order to provide software which can be distributedand execute concurrently in a distributed environment, weneed modular software components (cf. objects in OOP)which do not share memory but interact by some form ofcommunication. In its simplest form, a component canbe a simple sequential process (eg. tasks in Conic [Magee89]); however many systems provide for some form ofshared data component (cf. cluster) which can contain anumber of threads or light-weight processes (resources inSR [Andrews 88]). Note that, if multiplethreads/processes do share data in the cluster, it isnecessary to provide some means for synchronising suchaccess. The main principle is that the componentencapsulatesresources in the form of data or devices.

Each component should provide an interfaceforinteraction with other components. This interfacedescribes the services offered and required, including thetype of the information received or transmitted by thecomponent. In order to provide context independentcomponents - capable of being used in differentcircumstances and interacting with different components -they should not directly address any external entity, butrather accept and make calls at local service points offeredor required at their interface. In heterogeneousenvironments in which components of different typescommunicate, data transforms can be invoked. AseparateInterface Definition Language (IDL) is frequently used asa common language for interface descriptions andchecking, including interaction points and data typing (eg.Matchmaker [Jones 85], MLP [Hayes 87], IDL [ANSA91] and CORBAIDL [OMG 91].Components should be defined as a type (cf. class)from which instances can be created. Adistributedprogram is then constructed as a structure orconfigurationof interconnected instances of components.Instances must be mapped (allocated) to the physicalstructure of interconnected computer nodes. For instance,the logical configuration given below could be describedas follows, where the performancecomponent typerequires service data, the analyseroffers in and requiresoutand the reporteroffers print: :useperformance, analyser, reporter;{component types}inst MONITOR:performance;ANALYSER: analyser;PRINTER: reporter;{instances}bindMONITOR.data -- ANALYSER.in;ANALYSER.out -- PRINTER.print;{interconnection}Configuration information is often specified in thedistributed programming language, or as operating systemcommands. However work on Conic [Kramer 85, Magee89], REX [Kramer 92], Regis [Magee 94], Polylith[Purtilo 92] and Durra [Barbacci 93] suggests that there isa benefit in clarity and system management if a separatelanguage (such as that used above) is provided specificallyto express configuration structure [Kramer 90].Component instantiation and interconnection (binding)can take place at configuration time before allocation andalso at run time to provide the greatest flexibility. Client-server binding is usually required to beperformed at run time, according to client need and serviceavailability, and is not predefined in a configurationdescription. As mentioned above, a client uses a bindingto a name server, service broker or trader to locate a serverproviding a particular service. For their part, serversregister their interfaces, names, addresses and type/qualityof service with the broker. Clients and servers thus usethe broker as an intermediary to perform run timebinding. For instance, the ANSAplatform provides atrader [ANSA91] for this purpose. Although thisprovides a highly flexible form of interconnection, thereare obviously execution overheads in registering andderegistering services, and in performing the lookup anddynamic bind operations. InteractionDistributed components communicate in order tocooperate and synchronise their actions. The underlyingcommunication service provides for messages to be sentfrom one component to another. This service is offered tothe application in a number of different forms, fromsimpleunblocked(asynchronous),unidirectionalcommunication analogous to the datagram, to the blocked(synchronous), bidirectional remote procedure call (rpc)analogous to the conventional procedure call. The choiceof communication primitives determines how easilysystems can be designed and implemented, given that theyexecute in an environment which is subject to delays andfailures. As mentioned, the remote procedure call (rpc) is themost widely adopted and accepted approach for generalclient-server interaction. It is provided by most operatingsystems for remote communication, and embedded inlanguages such as Concurrent CLU [Cooper 88] and SR[Andrews 88]. It is a natural outcome of the desire toprovide a distributed mechanism analogous to theconventional procedure call. The notion is thatprogrammers need not be aware of the distribution but canuse familiar mechanisms whether or not the invokedprocedure is local. An object (or instance of a form ofabstract data type) has encapsulated data and offers anumber of access �procedures� to manipulate the data (cf.object methods in OOP), for example:object x; <<local data>>procservice1 (i n pv1, pv2, ...out pr1, pr2, ...); begin... endprocservice2 (i n pv1, pv2, ...out pr1, pr2, ...); begin... end. . . . end.Aprocess instance of a procedure is created for eachoccurrence of invocation. Thus there can be concurrent access to the data and some form of internalsynchronisation may be usually required. As analternative to process creation on receipt of a remote call,a component may instead rendezvouswith the caller. Thecomponent again offers a number of entries or ports at itsinterface, different entries for different types of messagesand/or different types of service.The aim of the rpc is to provide uniform call semanticsin that the behaviour should be the same for remote as forlocal procedures. This is termed exactly once sematics.However, this transparency cannot be achieved in the caseof server crashes. One possible semantics is at least oncein which case the system keeps retrying the call until theserver recovers or an alternative service is available;however this may result in multiple invocations. Anotheralternative is at most oncein which case the system doesnot retry but reports the failure. Neither of these is ideal,and it is usually necessary for programmers using an rpcto be aware of the possibility of failure and take measuresto deal with it. Many other communications primitives and languagefacilities have been proposed and are in use, providingsupport such as atomic transactions and persistent objectsas in Argus [Liskov 88]. Acomprehensive survey ofwork in the language area is provided in [Bal 89].4. Specification and Analysis: the needfor modelsAs mentioned, distributed systems introduce concernswhich are akin to concurrent systems: non-determinism,synchronisation and properties such as safety andliveness. These are complex issues and we are stillgroping to find the right formalisms to provide us withthe ability to reason about the behaviour of such systems.Distribution introduces further concerns due to theseparation and autonomy of its components and thelatency and failure of the interactions. Properties such astimeliness and robustness (dependability) are introduced. Two further concerns which are prevalent andimportant in distributed systems are scale and dynamics.Although individual subsystems or parts thereof mayhave been separately designed and constructed, and maynot themselves be large, the attraction and utility ofdistributed computing arises from the ability to composethem and support interaction. Therefore, scalability ofassociated techniques of specification, design and analysiscannot be ignored. Furthermore, many of theseinteractions arise dynamically, according to need and/orfailure and recovery. Thus our view of distributed systems is of a complexcommunity of components where use of appropriatemodels is crucial for sound design and analysis. Modelsare used both to provide an abstract specification of thesystem behaviour and also to support some form ofanalysis to increase our confidence in the adequacy of thespecification. We do not discount the need for prototypingand testing. These are essential complementarytechniques. Without empirical results we could not haveany confidence in the accuracy of our models.Nevertheless in this section we concentrate on modelling. Note that we believe that compositionality is the keyproperty, both because it is appropriate for thiscomponent/interaction view of distributed systems andalso as the means for handling scale. It is akin to aconstructive approach for distributed system design andconstruction, based on the composition of components. Levels and AspectsWe must be prepared to model our system at manylevels of description (figure 2). Abstract high-leveldescriptions may hide many of the concurrency anddistribution issues and concentrate on properties such asconsistency. On the other hand, design level descriptionsmust be prepared to explicitly model the component-basedstructure and interactions, and deal with properties ofsafety, liveness, timeliness and so on. Implementationlevel descriptions may include further distributiondecisions thereby allowing more detailed analysis ofproperties such as failure, response or performance.abstract / high level specificationdesign level specificationimplementation level (executable) specification

transform?correctness?correctness?May provide description of desired properties but hide concurrency and distribution issues?May include component structure, concurrency and interaction but not distribution?transform?Includes component structure, concurrency, interaction and distribution?Figure 2 - Levels of SpecificationFurther, in order to deal with this complexity, we mustrecognise that no single formalism or model will sufficefor every aspect. Even at a single level, it is unlikely thata single model will be adequate. Rather, it is essential thateach is selected to accurately reflect the particular systemproperty which requires examination, and to abstract awayfrom others. Typically each model will capture andsupport analysis of a particular property (functionalbehaviour, performance, failure, ...) but find it difficult toreflect others.

For instance, if we consider a particular design level, asystem could be described as a particular composition ofcomponents, each of which would provide a specificationof its intended behaviour (functional, performance orfailure characteristics) as illustrated in figure 3 [Kramer90, 93]. An associated analysis technique should then beprovided for each. Correctness can be considered as theuse of the analysis to show satisfaction of the propertiesof the higher level specifications. Component Library

DesignRequirements

Specification

Specification....Specification12n

Analysis

....AnalysisAnalysis12nFigure 3 - Corresponding Specificationand Analysis for each ModelModelling: Which model should we choose?The assumptions under which the model is valid areobviously important. In his excellent paper, [Schneider93] provides examples of alternative models whichillustrate this for distributed systems. ¥ Synchronous or asynchronous?An asynchronous system makes no assumptions aboutprocess speed or communication delays. Although thisleads to robust designs, this generality has an associatedcost in that the designs tend to be more complex orexpensive. All synchronisation must be explicitlyprovides by protocols between the participants. On theother hand, a synchronous system assumes processeswhose relative speeds are bounded, and communicationwith bounded delay. This permits time to be used asanother source of information in a design. For instance,the non-appearance of a message can be used to provideinformation only if the system is synchronous. Thevalidity of the assumption may depend on the particularplatform to be used for implementation or on the desire tosuppress certain concerns for that model . ¥ Which failure model?In distributed systems faults are attributed toprocessing components or communication channels.Fault tolerance relies on the ability to replicate thosecomponents which are likely to fail. The assumedbehaviour of a faulty component is crucial in determininghow the system will behave. The simplest and leastdisruptive is failstop [Schneider 84] where componentfailure is equivalent to halting, and that failure isdetectable by other components. This means that othercomponents can perform actions in the knowledge thatthe failed component will not. Note that, as Schneiderpoints out, if components in an asynchronous systemcould not detect the failure, they could also notdistinguish between failure and a component which iscontinuing but merely slow. The most complex anddisruptive failure model is that of Byzantine failure[Lamport 82] where component failure can produce anyarbitrary behaviour. In order to tolerate t failures, we needonly have t+1 replication in the failstop model yet require2t+1 for the Byzantine case.What characteristics should we look for in our choice ofmodels? [Cheung 94a]¥ Logical (descriptive) or behavioural (operational)approach [Ghezzi 91]? Those taking a logical approach describe behaviour as aset of axioms. System behaviour is given by themaximal set of event sequences that satisfy these axioms.This approach supports logical reasoning in that a systemis said to possess a certain property P if P is derivablefrom the axioms. Specifications can be combined usinglogical connectives such as conjunction [Zave 93]. Thisproperty-oriented approach is appropriate for specifyingrules and constraints, and is more appropriate for high-level abstract specifications such as requirements.However, it does not reflect the component/interactionview relevant for design level specifications of distributedsystems. The alternative is a behavioural (or constructive)approach where the system is modelled by an abstractprogram. System behaviour is given as the set of allevent sequences that can be generated by the program.Behaviour can be examined by analysis of those traces orby simulation (execution). Abstract programs can beformulated as the parallel composition of subprograms.This component-based approach can closely reflect thecomponent/interaction view and is thus considered moreappropriate for design specifications. Consequently, the sensible approach would appear tobe to adopt the logical approach for requirements and thebehavioural for design, and to verify designs by theirability to satisfy the required logical properties.¥ Static or dynamic analysis?Analysis is the means by which we gain greaterconfidence in the adequacy of our designs. Dynamic

analysis can be used to show the presence of errorsthrough model execution, but not their absence. Staticanalysis is performed without execution and aims to showthe absence of errors by satisfying prescribed safety andliveness properties. However, complete coverage of allproperties is generally difficult. Therefore, static anddynamic analysis should be considered as complementary,and an ideal model should be able to support both.¥ Compositional or global analysis?In general, global analysis is computationally tooexpensive for any but the simplest of system. Analysisusing logical reasoning is undecidable for the first ordercalculus and state-based models generally suffer from stateexplosion. We therefore require that our models supportcompositional and incremental analysis. This bounds thescope of the analysis at any one time and helps to containproblems such as state explosion. Furthermore,distributed systems are generally designed and constructedby decomposition into a hierarchy of simpler componentsand/or by composition from elementary components.Hence incremental analysis mirrors the developmentprocess and can be employed by the designer at each stagein the design process. Hierarchical and compositionalapproaches provide the soundest means for coping withscale, and offer the potential for dealing with dynamicstructures through composition. It therefore seems that logical, property-basedspecifications do not scale well, and that it is easier tobuild and analyse the abstract machine specificationsadvocated by the behavioural approach.¥ Automation?The complexity of analysis techniques suggests thatmanual use is not practical in general. Models must atleast offer the hope (if not the fact) of automated support.In addition, one should support different forms of analysisaccording to need. Approximate analysis can be used tocompromise accuracy for tractability. In this way, anefficient approximate analysis technique could be readilyused to detect some errors at the early design stages whendesigns are tentative and error prone. Exhaustivecompositional analysis can be left to the later stages ofdevelopment when the designs are more stable and theneed for design confidence is greater. ¥ Other aspects?Obviously, in order to make the model accessible tosoftware engineers, we would like it to be simple andfamiliar. This can be further enhanced if the model alsoprovides a graphical notation.Do current approaches support our requiredcharacteristics?Temporal logic [Pnueli 86] is a powerful formalism fordescribing and reasoning about sequences of events orderedin time. Distributed system properties are specified byconstraining those events which must occur in aparticular order. Safety and liveness properties can bereadily expressed using the temporal operators �always�and �eventually�respectively. Although there is recentwork towards dynamic analysis through executablespecifications [Gabbay 89], analysis generally relies ontheorem proving. In most cases, this requires a great dealof ingenuity and is not easily supported by automation[Clarke 86]. In addition, temporal logic does not supportthe compositionality we require.Petri nets are one of the most popular graphicaltechniques for specifying concurrency and interaction.Invariants and reachability are used for analysing safetyand liveness properties. Analysis can be dynamic orstatic, supported by automation. However, standard Petrinets are not compositional [van Eijk 88] and thus fail toscale.Process algebras, such as CSP [Hoare 85], CCS[Milner 89], ACP [Bergstra 85] and the p-Calculus[Milner 91] support most of the characteristics that werequire for modelling distributed systems. They supportthe desired behavioural component/interaction view usingnotions of communicating processes. Processes aremodelled as algebraic expressions representing sequencesor a non-deterministic choice of actions. Communicationis modelled via synchronous interaction at an action.Parallel composition of processes is supported as iscompositional analysis. Apossible disadvantage ofprocess algebras is their use of interleaving semanticsrather than �true� concurrency; however this is generallynot a problem as we rarely need to distinguish the two.Arecommendation? We favour Labelled Transition Systems (LTS) whichprovide the underlying semantic model for the processalgebras. In particular, LTSs also satisfy our automationrequirements, and are based on the familiar and graphicalnotation of state machines. One can introduce explicitbuffering processes to model a particular degree ofasynchrony. More details and evidence of the utility ofthis approach are given in [Cheung 94] in theseproceedings. Furthermore, as advocated by Weihl [93],one can introduce non-determinism to model thepossibility of failures or communication delays.

5. Design: the use of DistributedParadigmsThe aim of distributed systems design is to identify thedistributable components and their interactions whichtogether satisfy the system requirements. How is thisachieved? This obviously involves a process ofdecomposition with composition as the means forshowing requirement satisfaction and of actual systemconstruction. Are there formal methods which are useful,or must one rely on informal methods?Formal approaches using refinement have beensuccessfully applied to small problems and to derivedistributed algorithms (often post hoc). For instance,UNITY and its associated refinement techniques areclearly described in [Chandy 88 ]. However, there is seemsto be no evidence of their use in large, realistic cases. Oneapproach which has proved helpful in guiding initialdesign is the use of invariants to express certain safetyproperties. This is then distributed across the system as aset of local constraints [Carvalho 82].Less formally, there are a number of systematictechniques which use decomposition coupled withheuristics. Anumber of OO design techniques [Booch 91,Rumbaugh 91] are helpful in identifying objects (cf.components) and classes; however they are notparticularly aimed at producing distributable objects. Theytend to ignore issues such as object to process allocation,communication delay and failure, and independent objectfailure. Gomaa [93] has gone some way to providingguidance as to the design of concurrent and distributedsystems, giving some criteria for forming distributablecomponents. In addition, most approaches support the useof some form of interaction diagram to describecomponent interaction for particular scenarios (cf. a traceof communication actions in the process algebras). Design is a creative and intuitive process. As we movefrom level to level, new information and concerns arenecessarily introduced (see figure 2). Hence it is notsurprising that correctness preserving transformations andrefinements find it difficult to cope with the task. Wetherefore advocate informal design together with rigorousanalysis to provide the feedback required to either identifysources of error or to provide further evidence as to thevalidity of our design. Each successful design analysisacts to increase our confidence in our design. The morefacets that can be analysed (functional behaviour, timing,fault analysis, ...) through static and dynamic means, thegreater our confidence. Furthermore we advocateincremental design. This is the ability to incrementallyextend and evolve designs (and the corresponding systems)by the addition, replacement and modification of itscomponents and structure [SEJ 93, Kramer 93].In addition to the feedback provided by analysis, theinformal decomposition process should be guided by asound knowledge of the various distributed programmingparadigms and techniques. These encapsulate theexperience of distributed programming. For instance, asimple heuristic is that, unless state information isspecifically required to be replicated for reasons of faulttolerance or local response, such replication should beavoided. Why? State replication introduces the need tomaintain consistency between the copies which willentail overhead or, if not handled well, could introducepossible erroneous behaviour. What paradigms are commonly used in distributedsystems?As mentioned, current distributed systems are oftenpartitioned functionally into a number of services, each ofwhich may be provided by a number of servers. Clients(either users or components which require some service)make requests to servers. Servers may themselves requireother services to perform their functions, and so in turnact as clients to other servers. This client-serverrelationship is common in distributed environments,most often based upon the use of the remote procedurecall (rpc) for client-server interaction. It is often easier toprovide centralised services with replication for faulttolerance than to try and provide the more general androbust decentralised solutions. This is not to say that alldistributed systems must follow this �centralised�structure; just that it has been found to be appropriate inmany applications. Decentralised paradigms use an associated logicalstructure which supports the required interactions. Thesimplest of these are the ringalgorithms for assigningsome privilege. Components are connected together toform a logical ring so that, for the algorithm, eachcomponent only communicates with its neighbours. Acirculating token is generally used to which someprivilege (such as exclusive access) is associated. Thetoken circulates round a ring giving every componentsome privilege at some time.Diffusingcomputations use a hierarchical or treestructure to reach consensus decisions of global concernsuch as deadlock, termination or commit algorithms.Those components involved in the decision process areformed into a tree structure where a component onlycommunicates with its ancestor or descendants. Acontrolmessage is initiated by one component (the root orenvironment), and the control "diffuses" through allcomponents in the tree. Each component can only issuea message to its descendants if it received one, and canonly reply to its ancestor when it has all the descendent replies.Consistent event ordering is necessary for consistentdecision making. Apartial ordering of events can bedetermined by timestampingusing local, logical clocks ineach process [Lamport 78]. Local clocks increase theirvalues according to each event of sending a message orreceiving one, and correct their clocks by the rule that asend must precede the corresponding receipt. Thistimestamping is consistent with causal ordering which�captures all the essential ordering information needed todescribe the execution� [Birman 93]What properties should our designs possess? In producing distributed designs,there are a number ofproperties which act as signposts to a sound design[Raynal 88].¥ Symmetry and resilience to failuresFor a particular algorithm or coordination activity, themore symmetric the participants, the less likely there isto be a single point of failure. For instance, if onecomponent has a special role which cannot be taken overby any other participant, then the participants areasymmetric (different code and role) and less robust. If allparticipants have the same code then, even though onemay play a different role at a particular time, some othercomponent could take over that role if necessary.¥ Connection propertiesOur designs should require the fewest properties of theconnections between components. For instance, asmentioned in the section on modelling, we would like tobe able to design for asynchronous systems and assumingany failure mode. This would result in resilientalgorithms which could use unsophisticated networks. Inpractice, we often try to support failstop failure andprovide some bounds on the asynchrony of a connection.¥ Local statesAs far as possible, individual components should bedesigned so as to be able to make decisions based on localknowledge. This reduces the message traffic and improvesresiliency. In practice this is often a compromise betweenreducing response or overhead. Response can be reduced atthe expense of overhead if components are kept uptodatewith the information required before the point of decisionmaking, while the the reverse is true if a component isdesigned to seek out the information when required.There is still much to be learned in the design ofdistributed programs, but much guidance can be obtainedby adopting and adapting proven paradigms [Andrews 91].This is apparent where there are particular concerns suchas reliability, and the need arises for process (component)groups with group communication which preserves causalordering [Birman 93].6. ConclusionsAs described, the advocated approach to distributedsystem design and construction is one which reflects thecomponent/interaction view of distributed systems. It is acombination of informal but informed design, andextensive use of models which support specification andanalysis. In particular, the favoured techniques makeextensive use of composition, during design, analysis andconstruction. This seems to provide the right balance,favouring rigour for formality where the latter is notpractical.Can this approach be used for all systems? Consider anexample of a very successful system which, it appears,was never rigorously specified, analysed or modelled. It isa fascinating example of a system which has evolved bymaking excellent use of a number of different but mostlystandard and proven technologies to provide �a wide-areahypermedia information retrieval initiative aiming to giveuniversal access to a large universe of documents�: theWorld Wide Web (W3) [Hughes 93]. It was first proposedin 1989 to allow information sharing within aninternational community in High Energy Physics. TheW3 project merges the techniques of networkedinformation and hypertext, and is currently the mostadvanced information system deployed on the Internet. Atthe end of 1993 it reportedly had well over 500 Webservers.For scalability, W3 was designed without anycentralised facility and no central control. Anyone whowishes to publish information need only provide a server;anyone who wishes to read data need only run a client.Clients communicate with servers on the Internet. W3supports and uses the numerous different informationretrieval protocols (FTP, Telnet, NNTP, WAIS, gopher,...) as well as the data formats of those protocols (ASCII,GIF, Postscript, DVI, TeXinfo, ...) to access existingFTP files, WAIS databases, news articles and gopherspaceand new hypertext files. It provides a consistent hypertextuser interface using a new protocol (HTTP- hypertexttransmission protocol) and a new data format (HTML -hypertext markup language) both geared towardhypermedia. AWeb client can use a hypertext link toretrieve documents or pictures which are held remotely.

These can in turn be used to access further information,hence providing a vast �web� of information. Links areheld as URLs (Uniform Resource Locators) which specifythe method of access (file, http, ftp, news, gopher, ...),the internet address of the server, and any local accessinformation. The Web employs the client-server model, copes withheterogeneity by providing translators, and is dynamic,scalable, decentralised and very widely distributed. It is anexcellent example of the synthesis of technologies and thecomposition of different components to great effect. Ithas evolved and increased in size by incremental steps,comparable to an organic body. However, we should notethat it is not a critical application; if it were, should theapproach be very different? Perhaps not, provided that weensure that the base components and technologies aresound, that the system is developed incrementally and thatthe architecture is amenable to evolution. The essentialingredient for critical applications is the ability to modeland analyse the composite system structure to provide thenecessary feedback and assurances of satisfactorybehaviour. The other face of DSE......?Finally, as mentioned at the start of this paper, theother face of distributed software engineering is theprocess of distributed development of software. Theconcepts and techniques described above have much tooffer in guiding distributed cooperative softwaredevelopment. Rather than adopting a centralised approach,its seems to be sensible to mirror the developmentprocess with its multiple participants and partial products.Partitioning and distribution of the participants�viewpoints (cf. components) capture different aspects,formalisms, specifications, and stages in softwaredevelopment [Finkelstein 90, Kramer 91]. Informationtransfer and consistency checking (cf. interactions) can beconducted directly between the viewpoints [Nuseibeh 93,Finkelstein 93]. This offers all the advantages ofindependent development, scalability, redundancy, andflexibility which are apparent in distributed computing. Acknowledgements:I gratefully acknowledge theadvice and cooperation of my colleagues in theDistributed Software Engineering Research Section, andthe financial support provided by the DTI under grantref: IED4/410/36/002.References[Accetta 86]Accetta M., et al, �Mach: A New KernelFoundation for UNIX Development�, Proc. of SummerUSENIX Conf., 1986, pp 93-112.[Andrews 88]Andrews G.R., et al, �An Overview of the SRLanguage and Implementation�, ACM TOPLAS, Vol.10,no. 1, Jan. 1988, pp 51-86.[Andrews 91]Andrews G.R., �Paradigms for ProcessInteraction in Distributed Programs�, ACM ComputingSurveys, Vol. 23, No. 1, March 1991, pp 49-90.[ANSA 91]�ANSAware 3.0 Implementation Manual�,Document RM.097.00, APM Ltd, Cambridge, Jan.1991.[Barbacci 92] Barbacci M.R. et al, , "Durra: a StructureDescription Language for Developing DistributedApplications", IEE/BCS Software Engineering Journal,(Special Issue on Configurable Distributed Systems),Vol. 8, No. 2, March 1993, pp 83-94.[Bal 89]Bal H.E., Steiner J.G. and Tanenbaum A.S,�Programming Languages for Distributed ComputingSystems�, ACM Computing Surveys, Vol. 21, No.3,September 1989, pp 261-322.[Birman 93]Birman K.P., �The Process Group Approach toReliable Distributed computing�, Communications ofthe ACM, Vol.36, No. 12, December 1993, pp 37-53.[Booch 91]Booch G., �Object Oriented Design withApplications�, The Benjamin/Cummings PublishingCompany, 1991.[Bergstra 85]Bergstra J.A. and Klop .W., �Algebra ofCommunicatingProcesseswithAbstraction�,Theoretical computer Science 37, 1985, pp 77-121.[Budkowski 87]Budkowski S. and Dembinski P., �AnIntroduction to Estelle: A Specification Language forDistributed Systems�, Journal of Computer Networksand ISDN Systems, vol. 14, 1987, pp 3-23.[Carvalho 82]Carvalho O. and Roucairol G., �On theDistribution of an Assertion�, ACM SIGACT-SIGOPSSymposium on Principles of Distributed Computing,Ottawa, 1982.[Chandy 88]Chandy K.M. and Misra J., �Parallel ProgramDesign : a Foundation�, Addison-Wesley, 1988.[Chanpine 90]Chanpine G.A., Geer D.E. and Ruh W.N.,�Project Athena as a Distributed Computer System�,IEEE Computer, vol. 23, Sept. 1990, pp 40-51.[Cheriton 88] Cheriton D.R., �The V Distributed System�,Comm. of the ACM, vol. 31, March 1988, pp 314-333.[Cheung 94]Cheung S.C. and Kramer J., �An IntegratedMethod for Effective Behaviour Analysis of DistributedSystems�, Proc. of 16th International conference onSoftware Engineering (ICSE-16), Sorrento, May 1994.[Cheung 94a]Cheung S.C., �Tractable and CompositionalTechniques for Behaviour Analysis of concurrentSystems�, PhD thesis, Department of Computing,Imperial College, 1994 (submitted).[Clarke 86]Clarke E.M., Emerson E.A. and Sistla A.P. , �Automatic Verification of Finite State ConcurrentSystems using Temporal Logic Specifications�, ACMTOPLAS, Vol. 8, No. 2, 1986, pp 244-263.[Cooper 88]Cooper R.C.B and Hamilton K.G, �PreservingAbstraction in Concurrent Programming�, IEEE Trans.on Software Engineering, Vol. SE-14, No. 2, Feb.1988, pp 258-63.[Finkelstein 90]Finkelstein, A., Kramer, J., Goedicke, M.,�ViewPoint Oriented Software Development�, Proc.of Third Int. Workshop on Software Engineering and itsApplications, Toulouse, December 1990, 337-351.[Finkelstein 93]Finkelstein, A., Gabbay, D., Hunter, A.,Kramer, J., Nuseibeh, B., �Inconsistency Handling inMulti-Perspective Specifications�, Proc. of 4thEuropean Software Engineering Conference, ESEC �93,Garmisch, Sept 1993.[Gabbay 89]Gabbay D., �The Declarative Past andImperative Future: Executable Temporal Logic forInteractive Systems�, Technical Report, Department of

Computing, Imperial College, January 1989.[Ghezzi 91]Ghezzi C., Jazayeri M. and Mandrioli D.,�Fundamentals of Software Engineering�, Prentice-Hall,1991.[Gomaa 93]Gomaa H., �Software Design Methods forConcurrent Real-Time Systems�, Addison-Wesley 1993.[Hayes 87]Hayes R. and Schlichting R., �Facilitating MixedLanguage Programming in Distributed Systems�, IEEETransactions on Software Engineering, vol. SE-13, no.8, Aug. 1987.[Hoare 85],Hoare C.A.R., �Communicating SequentialProcesses�, Prentice-Hall, 1985.[Hughes 93]Hughes K. , �Entering the World-Wide Web: aGuide to Cyberspaces�, Report, Honolulu CommunityCollege, September 1993.[ISO 88]ISO 10021/CCITT X.400 (1988), MessageHandling Systems: Information Processing Systems -Text Communications - MOTIS. [ISO 89]ISO 9594 1-8 / CCITT X.500-X.521, 1989. [ISO 93]ISO WG7 93: ISO/IEC JTC1/SC21/WG7Information Retrieval, Transfer and Management forOSI, Working Draft, June 1993.[Jones 85]Jones M.B., Rashid R., Thompson M.,�Matchmaker: An Interface Specification Language froDistributed Processing�, Proc. of 12th AnnualSymposium on Principles of Programming Lnaguages,Jan. 1985, pp 225-35.[Kramer 85]Kramer J., Magee J., "Dynamic Configurationfor Distributed Systems", IEEE Transactions onSoftware Engineering, SE-11 (4), April 1985, pp. 424-436.[Kramer 90] Kramer J., �Configuration Programming - AFramework for the Development of DistributableSystems�, Proc. of IEEE COMPEURO�90, Tel-Aviv,Israel, May 90, pp 374-384.[Kramer 91]Kramer, J. and Finkelstein, A.,AConfigurable Framework for Method and ToolIntegration�, European Symposium on SoftwareDevelopment Environments and CASE Technology,K�nigswinter, June 1991, Endres A, Weber H (eds),LNCS 509, Springer Verlag, 1991, 233-257.[Kramer 92]Kramer J., Magee J. , Sloman M., Dulay N.,"Configuring Object-Based Distributed Programs inREX", IEE Software Engineering Journal, Vol. 7, 2 , March 1992, pp139-149.[Kramer 93]Kramer, J., Magee, J., Ng, K., and Sloman,M., �The System Architect�s Assistant for Design andConstruction of Distributed Systems�, Proc.of IEEEInternational Workshop on Future Trends in DistributedComputing Systems in the ’90s, Lisbon, Sept. 1993,pp 284-290.[Lamport 78]Lamport L., �Time, Clocks, and the Orderingof Events in a Distributed System�, Communications ofACM, vol. 21, no. 7, 1978, , pp 558-565.[Lamport 82]Lamport L., Shostak R. and Pease M., �TheByzantine Generals Problem�, ACM TOPLAS, Vol. 4No. 3, July 1982, pp 382-401.[Lamport 90]Lamport L., �A Temporal Logic of Actions�,Dec Systems Research Center, SRC Report 57, 130Lytton Ave., Palo Alto, CA 94301.[Liskov 88]Liskov B., �Distributed Programming inARGUS�, Comm. ACM, vol. 31, no. 3, March 1988, pp300-312.[Magee 89]Magee J., Kramer J., Sloman M.,"Constructing Distributed Systems in Conic" IEEETransactions on Software Engineering, SE-15 (6), June1989.[Milner 89]M i l n e rR . ,� C o m m u n i c a t i o nandConcurrency�, Prentice-Hall, 1989.[Milner 91]Milner R., �The Polyadic p-Calculus: ATutorial�, Technical Report, ECS-LFCS-91-180, Dept.of Computer Science, University of Edinburgh, 1991.[Misra 91]Misra J., �Loosely-Coupled Processes�, Proc. ofParallelArchitecturesandLanguagesEurope(PARLE�91), Netherlands, June 1991, Springer-Verlag,LNCS 506, pp 1-26.[Morris 86]MorrisJ.H., et al, �Andrew: A DistributedPersonal Computing Environment�, Comm. of theACM, vol. 29, March 1986, pp 184-201.[Mullender 90]Mullender S.J., et al, �Amoeba: ADistributed Operating System for the 90�s�, IEEEComputer, vol. 14May 1990, pp 44-53.[Nuseibeh 93]Nuseibeh, B., Kramer, J., and Finkelstein,A.,�Expressing the Relationship between MultpleViews in Requirements Specification�, Proc. of 15thIEEE Int. Conf. on Software Engineering (ICSE-15),May 1993, 187-198.[OSF 92]�Introduction to OSF DCE�, Open SoftwareFoundation, Cambridge, USA, 1992.[OMG 91]Object Management Group, �The Common ObjectRequest Broker Architecture and Specification V1.1�,OMG December 1991.[Oskiewicz 88]Oskiewicz E., Otway D., Sventek J , �ANSA Testbench Manual�, Report T1.28.02, ANSAProject, Cambridge, April 1988.[Pnueli 86]Pnueli A., �Applications of Temporal Logic to theSpecification and Verification of Reactive Systems: ASurvey of current Trends�, in Current Trends inConcurrency, Springer-Verlag, LNCS 224, 1986, pp510-584.[Purtilo 92]Purtilo J., �The Polylith Software Toolbus�,ACM TOPLAS. (Computer Science Dept., University ofMaryland, TR-2469, 1990).[Rashid 86]Rashid R.F., �From RIG to Accent to Mach:The Evolution of a Network Operating System�, FallJoint Computer Conf., AFIPS, 1986, pp 1128-1137.[Raynal 88]Raynal M., Distributed Algorithms andProtocols, John Wiley and Sons, 1988.[Rozier 87]Rozier M. and Martins L., �The ChorusDistributed Operating System: Some Design Issues�, inDistributed Operating Systems: Theory and Practice,(ed. Paker, Y. et al), NATO ASI Series, vol. F28,Springer Verlag 1987, pp 261-287.[Rumbaugh 91]Rumbaugh J. et al., �Object-OrientedModeling and Design�, Prentice-Hall, 1991.[SEJ 93]IEE/BCS Software Engineering Journal 8 (2),Special Issue on Configurable Distributed Systems,March 1993.[Schneider 93] Schneider F.B., �What Good are Modelsand What Models are Good?�, in Distributed Systems,(ed. Mullender, S.), 2nd edition , Addison-Wesley 1993.[Schneider 84]Schneider F.B., �Byzantine Generals inAction: Implementing Fail-stop processors�, ACMTrans. on Computer Systems, Vol. 2, No. 2, May 1984,pp 145-154.[Shatz 89]Shatz S.M. and Wang J.P., Tutorial: Distributed-Software Engineering, Washington, DC: IEEE ComputerSociety Press.[Sloman 87]Sloman M. and Kramer J., �DistributedSystems and Computer Networks�, Prentice-Hall 1987.[van Eijk 88]van Eijk P.H.J., �Software Tools for theSpecification Language LOTOS�, Cip-GegevensKoninklijke Bibliotheek, Netherlands, 1988.[Weihl 93]Weihl W.E., �Specifications of Concurrent andDistributed Systems�, in Distributed Systems, (ed.Mullender, S.), 2nd edition, Addison-Wesley 1993.[Zave 93]Zave, P. and Jackson M., �Conjunction asComposition�, ACM Transactions on SoftwareEngineering Methodologies, July 1993.